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BMA INFORMATION BULLETIN No. 70

SOLAS CHAPTER XI-2 AND THE INTERNATIONAL CODE FOR THE
SECURITY OF SHIPS AND PORT FACILITIES (ISPS Code)

Guidance for Shipowners, Managers, Masters, Company Security Officers
(CSO), Ship Security Officers (SSO), Bahamas Recognised Organisations and
Bahamas Approved Nautical Inspectors

NOTE: This Bulletin supersedes the previous BMA Information Bulletin No. 70, The
Bulletin replaces Instruction to Classification Societies No.16 and BMA
Information Bulletin nos. 48, 50, 52, 54, 56, 59, 64 & 65. The Bulletin is to be
read in conjunction with IMO MSC Circulars 1067, 1072, 1074, 1097, 1101,
1104, 1106, 1111, 1112, 1130, 1132, 1156, 1157, 1191, 1194, and may be
influenced by other related documents to the ISPS Code issued after the date
of this Bulletin

1. Introduction

This Bulletin consolidates earlier Bahamas Maritime Authority (BMA)
Information Bulletins and provides updated guidance on maritime security. It
be noted that IMO MSC Circular 1132 contains information on procedures to
be followed in defined circumstances and hence is considered to have
mandatory application.
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Communications of General Security Information

Routine security issues, enquiries, or reports of difficulties encountered during
Port State Control inspections, may be directed to the BMA Technical
Department in the usual way, not through the Emergency telephone number.

The BMA Emergency Response Officer's contact number is only to be used in
the case of a genuine maritime security emergency, i.e. hijack, terrorist attack,
piracy, any incident involving the use of firearms, any bomb threat, any use or
threat of use of force, requiring Administration intervention,

Mandatory Requirements

The provisions of Part B of the ISPS Code, which includes specific and
prescriptive requirements, are for guidance purposes only, i.e. non-
mandatory. The mandatory requirements of the new security regulation are
outlined in:

Part A of the ISPS Code

SOLAS 1974, as amended, Chapter XI-2

Application of ISPS Code to Bahamian registered vessels

In clarification of the preamble of SOLAS Regulation XI-2/2.1.1 the BMA
requires that the ships specified in SOLAS Regulation XI-2/2.1.2 namely:
Passenger ships, including High Speed Passenger Craft,

Cargo ships of 500 GT or more, including High Speed craft, and
MODUs,

are continuously certificated by a Bahamas approved Recognised Security
Organisation (RSO) as compliant with the ISPS Code even if they are not
engaged on “international” voyages. Ships are registered under The Bahamas
flag based on their status as being engaged in foreign going trade, i.e.
operating outside the territorial waters of The Bahamas. As such, for all
vessels engaged in foreign trading, the BMA applies the international
standards irrespective of whether the affected voyages are solely between
ports within the territorial waters of a single other country.

Ships to which the Code does not apply but which operate in ports or interact
with vessels to which the Code applies are strongly encouraged to obtain a
voluntary “Certificate of Compliance” from a Bahamas approved RSO.

It shall be noted that SOLAS Chapter XI-2 and part A of the ISPS Code have
no provision for the granting of Exemptions.
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Recognised Security Organizations (RSO)

The Bahamas has formally approved the following organizations to undertake
the approval of the Ship Security Plan (SSP) and the verification and
certification of vessels for compliance with SOLAS XI-2 and the ISPS Code:
: American Bureau of Shipping

Bureau Veritas

Det Norske Veritas

Germanischer Lloyd

Korean Register of shipping

Lloyd’s Register

Nippon Kaiji Kyokai

Registro Italiano Navale

An RSO which has been involved in the preparation of an SSP is not
permitted to engage in the statutory approval and certification of that plan.

Documentation and Records

The applicable provisions of Part B of the ISPS Code shall be used in the
development of the SSP which, along with the Ship Security Assessment, is to
be submitted to the RSO during the initial certification process.

A copy of the SSP is not required to be submitted to the BMA.

Changes and amendments to the SSP are required to be submitted to the
RSO for review although such changes must be fundamental to the plan. For
example, purchase of equipment that performs the same as its predecessor
would not require approval; however installation of new equipment that
changes/enhances the efficacy of the plan would need to be approved.
Similarly, changes of crew personnel, on a like for like basis, would not need
approval but changes to the crew complement, where there is an impact on
the security plan, would need to be approved.

The SSP and the records of activities addressed in the SSP shall be in the
working language(s) of the ship. If the working language is not English then a
translation into English shall be provided and maintained.

The SSP must outline the function of the listed equipment and identify the
measures to be introduced in the event of failure.

Records of activities provided for by the SSP, including Declarations of
Security and the record of the ship Security Level, shall be maintained
onboard for a period covering at least the previous 10 calls at port facilities.
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During and after the period specified in 6.6 above, records shall be
maintained ashore by the Company* in accordance with its own procedures
for record keeping. The Company shall note that if any activity is referred to in
the Official Log Book (OLB), that record shall be retained as an attachment to
the OLB and consequentially the record is required to be maintained for a
period of seven years in accordance with Section 145 (1) of the Bahamas
Merchant Shipping Act.

Company Security Officer (CSO) and Ship Security Officer (SSO)

The Company is responsible for notifying the BMA of the designated CSO for
every Bahamian registered vessel under its control. For all newly registered
vessels, the CSO's full contact details shall be included on the form R104. In
the case of changes of CSO or CSO contact details without any change of the
Company, this information may be given by plain text email to the BMA
Technical Department. The same applies if the identity of the vessel changes.

The BMA will acknowledge the appointment of the CSO by a formal reply to
the notification.

Noting that there is no current requirement to certify the competence of the
CSO or SSO, the BMA does not approve any training courses relating to
these positions or any other ship or port facility security matters. However, the
BMA does require that the Company is able to demonstrate, by records, that
adequate training has been given to relevant personnel. Attention is drawn to
the IMO Model Courses for SSO and CSO available from IMO Publications.

The BMA does not specify any required rank for the SSO. It is however
expected that this role will be filled by the Master or a senior officer.

BMA Security Communications including Ship Security Alert System
(SSAS)

The BMA will continue to use the existing Bulletin system to inform interested
parties of the security level applicable to Bahamian registered vessels. This
security level is available on the home page of the BMA website at
www.bahamasmaritime.com or by contacting the BMA Technical Department.
The BMA does not require that the CSO acknowledges receipt of a change of
security level by The Bahamas but the CSO must maintain a log of the current
security level, and any changes, onboard the vessel.

Where the security level is changed by The Bahamas, or the contracting
Government of the port in which a Bahamas registered vessel is operating,
the SSO is required to send an acknowledgement to the Company and not to
the BMA. Any further communications will be between the CSO and the BMA.
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In accordance with the provisions of SOLAS 1974 Regulation XI-2/6, all
Bahamian registered ships, to which the regulation applies, shall be provided
with a Ship Security Alert System (SSAS) that complies with the performance
standard specified in IMO Resolution MSC 136 (76), as revised by IMO
MSC.147 (77).

The BMA requires notification of a major? security threat or incident without
delay. This includes any Ship Security Alert (SSA), once verified as
authentic by the CSO. This notification is to be made to the Emergency
Response Officer on the BMA emergency telephone number (+44 7977 471
220). The notifying party must have available at least the following
information:

Ships details: Name, Official number, IMO number,

Geographical location of ship,

Cargo, if any.

Programming of Ship Security Alert System (SSAS)

In accordance with SOLAS 1974 Regulation XI-2/6, the SSA must be
programmed to ensure that the security alert is sent to the Competent
Authority, i.e. the Company or other recipient designated by the Company,
and not to any other party.

Company Security Officers (CSO) are requested to verify that the SSA
onboard their Bahamian registered vessels have been correctly programmed,
identifying the ship, its location and indicating that the security of the ship is
under threat or it has been compromised.

Bahamas Procedure for Drills and Testing of Ship’s Security Measures

The Authority accepts that a safety drill, which has a security component
within it, can be credited as a security drill. The interval between security drills
shall not exceed three (3) months.

In addition, and in cases where more than 25 % of the ship’s personnel have
been changed with personnel that have not previously participated in any
security drill on that ship within the last three (3) months, a security drill shall
be conducted within one week of such a change.

The Company shall conduct an annual security exercise for each ship. For
Companies with more than one Bahamian ship, the communication link
between the BMA and Company may be tested once each year during an
annual ship drill.

Za major security incident or threat is defined as a hijack, terrorist attack, piracy, any incident involving the use of firearms, any bomb threat,
any use or threat of use of force.
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If, during a company security exercise, a CSO wishes to verify the emergency
communication route between the Company and BMA, the CSO must notify
the BMA by email at least one working day in advance of the exercise
commencing. The BMA will issue specific instructions on receipt of such a
notification however such verification tests must be carried out during London
office hours.

In accordance with the provisions of the Code, The Bahamas may test the
preparedness of Bahamian registered vessels by the use of a test simulation
or communication. Such communications will be clearly labelled as a “TEST.”

BMA Approved Nautical Inspectors are issued with photograph identity cards
which must be presented on entry to the vessel. In case of doubt a CSO or
SSO may contact the BMA Technical Department for verification of the
inspector’s identity.

The Bahamas does not require notification of security drills and testing of the
SSAS however the Bahamas reserves the right to test such systems. In such
cases the word “TEST” will be clearly noted in any transmissions as noted in
paragraph 10.4.

Bahamian Ships Entering Ports Operating at a Higher Security Level

The ISPS Code places the responsibility for setting Security Levels for ships
with the relevant Flag State, but a Port State may also require a ship to raise
its Security Level for the duration of its stay within a port or at a particular port
facility.

Bahamian ships must operate at a security level the same as or higher than
that advised by the port facility while at that facility.

If a Bahamas registered ship is operating at a higher level, as set by the
Bahamas, than that set by the port’s Contracting Government, arrangements
have to be agreed with the Port Facility Security Officer (PFSO) to allow the
ship to continue to operate at the security level set by The Bahamas.

Coastal States may advise ships that the security situation in their territorial
waters requires heightened security and it is for the ship to determine what
measures to take in response to such information.

Ships are permitted to implement additional security measures for the duration
of the stay at a particular port facility in cases where heightened security is
believed to be necessary. This may also apply to port facilities which are not
ISPS compliant. The BMA is to be advised as in paragraph 8.2.
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Bahamian Ships Entering Ports which are not Compliant with the ISPS
Code

The following procedure is to be adopted as a minimum in these cases:

: the SSO or Master shall request that a Declaration of Security is to be
completed by the Port Facility Security Officer (PFSO) or port facility
management. If this request is refused then the ship shall use the
Declaration of Security to record the security measures and the
Declaration of Security shall be completed and signed by the Master
or the SSO, if the ship has a designhated SSO, who is not the Master.
The completed Declaration of Security shall be retained as per
paragraph 6.6.
the ship shall implement additional security measures to the extent
that the CSO and/or SSO and/or Master deem necessary. It may be
noted that this does not necessarily mean that all the measures
specified in the SSP for the next Security Level must be implemented.

Mobile and Immobile Floating Units

The Bahamas recognises that there is a need to maintain the international
maritime security framework as developed by the adoption of the ISPS Code
and this can be compromised by a lack of security procedures onboard mobile
and immobile offshore floating units that interface with applicable ships and
port facilities covered by the ISPS Code.

The Bahamas further recognizes that there is a need to maintain the integrity
of all applicable ships and port facilities covered by the ISPS Code.

Mobile and immobile offshore floating units may undertake interim voyages
from their operational area and Owners shall note that the commercial
operation of such units may be affected by the lack of onboard security
procedures.

The ISPS Code does not apply Floating Production, Storage and Offloading
units (FPSOs) and Floating Storage Units (FSUS).

Single Buoy Moorings (SBMs) attached to an offshore facility may be covered
by the security regime of that facility. If the SBM is connected to a port facility,
the port facility security plan shall cover the SBM.

All offshore floating units including SBMs which interface with ships and port
facilities covered by the ISPS Code, shall contact the Designated Authority of
the coastal State, in whose sea they operate, and ascertain their status with
respect to their local designation under the ISPS Code and the security
arrangement required by that designation. The Bahamas is aware that mobile
and immobile offshore floating units may be considered as port facilities by
the coastal State in whose sea they are operating.
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The BMA recommends that the owners of the affected units carry out a ship
security assessment, taking into consideration the guidance contained in Part
B of the ISPS Code, and develop a ship security plan. The plan shall be
submitted to a Bahamas RSO to approve the plan. After a visit to the unit to
verify the effectiveness of the plan and its implementation, the RSO will issue
a Statement of Compliance attesting to the effectiveness of the plan in
seeking the detection and deterrence of acts which threaten maritime security.
Furthermore the unit be subjected to re-verification to confirm the satisfactory
condition of the security system between the second and third anniversary
date of the Statement of Compliance.

Cargo Ships under 500 Gross Tonnage (GT), Engaged on International
Voyages

The Bahamas has adopted the Interim Scheme for the compliance of certain
cargo ships with the special measures to enhance maritime security. This
scheme, full details of which are set out in the Annex to IMO MSC Circular
1157, requires compliance with Chapter XI-2 and part A of the ISPS Code
based on the gross tonnage as determined by The International Convention of
Tonnage Measurement of ships 1969 (Tonnage 1969 Convention).

The Scheme recognises that immediate compliance of the cargo ships which
have not been required to comply with the provisions of SOLAS Chapter XI-2
and part A of the ISPS Code presented practical difficulties and would affect
the owners and the Companies operating such ships and the port facilities
serving them. Accordingly, cargo ships and companies operating such ships
which have not been required to comply with the requirements of SOLAS
Chapter XI-2 and part A of the ISPS Code shall comply with the requirements
not later than 1 July 2008.

Cargo ships, which on the date of adoption of the Interim Scheme were
holding either a valid International or a valid Interim International Ship Security
Certificate, shall not be entitled to any benefits under this Scheme and shall
maintain compliance with the requirements of SOLAS Chapter XI-2 and part A
of the ISPS Code.
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14.4. Until 30 June 2008, cargo ships not complying with the requirements of
SOLAS chapter XI-2 and part A of the ISPS Code whilst within a port facility,
which is required to comply with the requirements of requirements of SOLAS
Chapter XI-2 and part A of the ISPS Code, shall:

i. acknowledge the measures to enhance maritime security established by
the Government whose territory the port facility is located, and

ii. shall request a Declaration of Security. If a PFSO refuses the request of
the ship for a Declaration of Security then the ship shall use the
Declaration of Security to record the security measures and the
Declaration of Security shall be completed and signed by the Master or
the SSO, if the ship has a designated SSO, who is not the Master. The
completed Declaration of Security shall be retained as per paragraphs 6.6
and 6.7.

14.5. Cargo ships which have previously been issued with a statement attesting
that the ships do not have to comply with the requirements of SOLAS Chapter
XI-2 and part A of the ISPS Code, shall note that such statements are
deemed invalid.

14.6. The Company of cargo ships referred to in the paragraphs above shall comply
with the ISM requirements no later than 01 January 2010.
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